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HillChart Remote VPN Access Set Instructions and Procedure
User Guide

Overview

This guide provides the setup instructions and procedure to install AnyConnect and Citrix Receiver for users who will

need re

Note: This new Any Connect method replaces the existing remote access to NextGen. It will allow access to both
NextGen and Epic simultaneously. Follow the two part installation process below.

NOTICE: One Remote Access session per User is allowed to our systems from IP addresses within the United States.

Foreign

mote VPN Access to HillChart or Epic Playground.

access is prohibited.

Install AnyConnect-Part 1

1.

2. Select the correct system and click “Cisco AnyConnect” to start the setup program.

Open a web browser, Internet Explorer or Chrome and go to: http://Setup.HillChart.com

HillChart Secure Remote Access

NOTICE: Remote Access to our systems is only permitted within the United States. Foreign access is prohibited.

& Windows

3. The message below will appear, click Run. Then follow the prompts from steps 4-7.

Do you want to run or save anyconnect-win-4.4.03034-core-vpn-predeploy-k9.msi (8.01 ME] from setup.hillchart.com?

Save |~¥ Cancel

4. C
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ﬁ Cisco AnyConnect Secure Mobility Client Setup

# =N Welcome to Cisco
# '%'. AnyConnect Secure
- Mobility Client Setup
e -
: Wizard
Vo
The Setup Wizard will install Cisco AnyConnect Secure
Pl w I~ Mability Client on your computer. Click Next to
: h N continue or Cancel to exit the Setup Wizard.
s
N

-

5. Accept the License Agreement, and then click Next.

End-User License Agreement §

Please read the following license agreement carefully

Supplemental End User License Agreement
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY
This Supplemental End User License Agreement ("SEULA") contains

additional terms and conditi licensed underthe _

ccept the terms in the License Agreement:
(7 do not accept the terms in the License Agreement

Advanced Installer

ﬁ Cisco AnyConnect Secure Mobility Client Setup @

< Back ][ Next = ] [ Cancel

6. Click Install.

ﬁ Cisco AnyConnect Secure Mobility Client Setup
Ready to Install ¥
The Setup Wizard is ready to begin the Typical installation

Click "Instal™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™, Click "Cancel” to exit the wizard.

Advanced Installer

<gack |f Instal | [ Cancel

7. When the setup is complete, click Finish.
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ﬂ Cisco AnyConnect Secure Mebility Client Setup E

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

< Back Cancel

8. Then go to the Start Menu and select the Cisco AnyConnect Mobility Client.

I Search programs and files |
=] 2|0 € @

by Cisco AnyConnect Secure

“__ ¥ Mobility Client

P All Programs

| |559r':h programs and files 2 |

9. Enter the name of the security portal: VPN.HillChart.com then select Connect.

@ Cisco AnyConnect Secure Mobility Client - X

Ready to connect.

| VPN, HillChart. com

10. Login using your HillChart login credentials.

{9 Cisco AnyCennect | hillchartvpn.hillphysicians.com [

=

Username: Flast

Password: = =ssssssss

[ o ][ coce
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11. When you receive the “U.S. IP Addresses Only” notice, click “Accept” to continue.

Cisco AnyConnect

Welcome to HllChart Remaote Access

One session per authorized user is allowed from a LS. IP address
Unauthorized / Foreign Access is Prohibited

Click "Accept” below to continue connecting.

Accept Disconnect

12. You should be securely connected with AnyConnect. Proceed the Part 2 (below) and install Citrix Receiver.

Install Citrix Receiver-Part 2

1.

2. Click “Citrix Receiver “to start the setup program.

HillChart Secure Remote Access

NOTICE: Remote Access to our systems is only permitted within the United States. Foreign access is prohibited.

& Windows

3. Click Start.

@ Citrix Receiver @

Welcome to Citrix Receiver

Citrix Receiver installs software that allows access tovirtual
applications that your organization provides, induding
software that allows access to the applications that use
your browser,

chmx

1 - Allowe applications access to yourwebcam and
Recelver microphone,

- Mllowe applications to use your location,

- Allowy access to local applications authorized by your
company.

- Save your credential to log on automatically,

Click Start to set up and install Citrix Receiver on your
computer,

LCancel
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Page 4 of 11


http://setup.hillchart.com/

= Hill

Physicians

4. Accept the license agreement and click Next.

@ Citrix Receiver

B

License Agreement

You must acceptthe license agreement below to proceed,

CITRIX RECEIVER LICENSE AGREEMENT i

This is a legal agreement ("AGREEMENT") between you, the
Licensed User, and Citrix Systems, Inc,, Citrix Systems
International GmbH, or Citrix Systems Asia Pacific Pty Ltd.
Your location of receipt of this component (hereinafter
"RECEIVER") determines the licensing entity hereunder ithe
applicable entity is hereinafter referred to as "CITRE").

I acceptthe license agreement

5. Click Install.

a. Installation may take several minutes to complete.

@ Citrix Receiver @

Enable Single Sign-on

wWhen enabled, single sign-on remembers your credentials for
this device, 50 that you can conned: to other Citrix applications
without having to log on each time. You should do this only if
your IT administrator has instructed you to, This will take effect
the nexttime you log on to this device,

D Enable single sign-on

For mote information on configuring single sign-on, please see
article CTH133982 at ctriz.comfsupport,

6. When prompted, click Add Account.

@ Citrix Receiver

CiTRX .
Receiver

V Installation successful

If you received instructions to set up Citrix Receiver with your
email or a server address, click Add Account. Otheraise, click
Finish, and you can set up an account later,

hdd Account §|| Finish
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7. Enter the following, in the Enter your work email or server address provided by your IT department section:
epic-storefront.et1013.epichosted.com

@ Citrix Receiver

Add Account

Enter your work email or server address provided
by your IT department:

Add Close

8. Select the “Epic” account.

@ Citrix Receiver

Add Account

Select account:

Account Description
WarpDrive
Epic

Select Close

9. Enter your credentials; use your HillChart username and password.

@ Citrix Receiver

(e

User name: | 1234AUser

Password: |...........

[ Log On ][ Cancel

ﬂ Secure connection

10. Now locate and select the icon to access HillChart or Epic Playground.
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11. Pro Tip: Post Install Settings - (HILL RECCOMENDED CITRIX RECEIVER VERSION IS 4.12)

To avoid Citrix Receiver from auto upgrading to the new Citrix Workspace (Which we have seen cause disconnects

and odd behavior). Please take the time to block upgrades to Citrix ensuring your PC remains on the recommended
version of Citrix Receiver 4.12.

*If your Citrix icon is BLUE you are using Citrix Workspace and we recommend reverting to 4.12 ASAP.

A. Right Click the Citrix Icon located in your System Tray and select Advanced Preferences:

Open
Log Off

Connection Center

Advanced Preferences

~ o) 1:23 PM

B. Then select Receiver Updates:

(& Citrix Receiver

Advanced Preferences

Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Receiver Updates Data collection
Configuration checker Reset Receiver
Delete saved passwords Suppert information
About
Version 412018020

© 2018 Citrix Systems, Inc. All Rights Reserved.
Third Party Motices
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C. Change the option to “No, don’t notify me” and select Save.

i

Advanced Preferences

(& Gitrix Receiver x|

Do you want to be notified when updates are available?

Select your preference for update notification
" Yes, notify me
g Mo, don't notify me

£ Use administrator specified settings

Save Cancel

T =

Third Party Motices

Connecting and/or Disconnecting from Cisco AnyConnect (after installation)

1. From the Start Menu, select the Cisco AnyConnect Secure Mobility Client.

5 Cisco AnyConnect Secure
‘. § Mobility Client

» All Programs

E— -
| |Search programs and files 2 |
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2. Enter VPN.HillChart.com. IF you have previously connected to VPN.HillChart.com, select it from the drop-down
menu, then select Connect.

@ Cisco AnyConnect Secure Mehility Client — x

VP
Ready to connect.

| VPN, HillChart. com Connect

3. Login using your HillChart login credentials.

{9 Cisco AnyConnect | hillchartvpn.hillphysicians.com  [wf3m]

=

Username: FlLast

Password: | =essssss

[ oc | [ concd
A o 1] LEPM
4. Your system tray will show the Cisco AnyConnect VPN icon. Click the up arrows AT 16 view
the icon, which displays a lock indicating you are connected.
t P @ o =
m O Q N
w 0 @ B
Customize. ..
. 126 PM

2

=
5. To disconnect, click the up arrows " sy and click the Cisco AnyConnect VPN icon.
6. When the window opens, select Disconnect

&' Cisco AnyConnect Secure Mobility Client o ] |

@ v

Connected to VPN, HillChart.com.

| WP, HillChart. com

00:14:05

D0 i
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Troubleshooting

A. If you attempt to login using AnyConnect more than once using the same user ID from a different computer, the

first computer will disconnect and display this message:

Cisco AnyConnect X

The secure gateway has terminated the VPM connection,
! The following message was received from the secure gateway:
Internal Error

B. If you experience connection issues when you first attempt to connect, you may need to Disable IPv6 on your
Windows system. Follow these steps to Disable IPv6:

1. Go to http://Setup.HillChart.com
2. Click on the "Disable IPv6” icon which will take you to the Microsoft website

HillChart Secure Remote Access

NOTICE: Remote Access to our systems is only permitted within the United States. Foreign access is prohibited.

=& Windows

3. Scroll down and click on the Download button for “Disable IPv6 on nontunnel interfaces (except the loopback)
and on IPv6 tunnel interface”
Disable IPv6 on
nontunnel interfaces
(except the loopback)
and on IPv6 tunnel
interface

4. Click “Open”
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5. Click “Next”

=. Easy fix

Troubleshoot and help prevent computer problems

WH tasy fix
B om0

Advanced

Publisher: Microsoft Corporation

Ned Cancel

6. Click “Close” when done.

=. Easy fix

Troubleshooting has completed

The troubleshooter made some changes to your system. Try attempting the task you were trying
to do before,

Problems found
Easy fix (ID: 20170)

Fixed @
— Close the troubleshooter

= Give feedback on this troubleshooter

View detailed information

Clese
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