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Practice/Requestor Information:							    	Please fax completed form to 925-327-6565
	Practice #:
	
	Practice Name:
	
	Practice Phone:
	

	Practice Mgr:
	
	Requestor Name:
	
	Requestor Email:
	


Request Information:
	Effective Date (mm/dd/yyyy):
	
	☐  Add a User	      ☐  Change a User’s Security	      ☐  Deactivate a User        ☐  Reactivate a User

	Reason for Deactivation:
	


User Information:
	Name:
Email:
	

	Title:

	


	☐ Employee	           		☐ Temporary Employee
☐ Previous Epic Experience	
	☐ Non-Practice Employee/Business Associate employed by:
      
Business Associate Agreement (BAA) in Place?  ☐Yes  ☐No

	☐ Laptop User                                  ☐ Other:
	


Requested Security Level (Select only ONE security level -- See Page 2 for Security Level Definitions)   Mirror User: 
	Clinical Users
	Clinical Users
	Billing Users
	Front Desk Users
	Other
	Additional Access

	☐ Physician Owner
☐ Physician Practice Mgr
☐ Physician Non-Owner
☐ PA/NP Mid-Level
☐ Scribe

*If rendering physician, contact your CAS
	☐ MA 1	☐ MA 5
☐ MA 2	☐ MA 6
☐ MA 3	☐ MA 7
☐ MA 4	
	☐ Non-clinical Practice Mgr
☐ Billing Mgr
☐ 3rd Party Biller
☐ 3rd Party Biller with MyChart
	☐ Front Desk Lead
☐ Front Desk Level 1
☐ Front Desk Level 2

	☐ Chart Auditor
☐ Medical Records

	☐ COZEVA access
☐ Midmark Vitals/EKG/Spiro (license required)
☐ VPN (log in from non-office location)
☐ Cash Drawer Access (accepting and posting payments in the clinic)
Cash Drawer Supervisor Name:
__________________________________      



	Approver Name: (Please Print)
	
	Approver:
Signature/Date:
	

	
	
	
	


	Name
	Description
	Name
	Description
	Name
	Description

	Physician Owner
(10)
	· Patient Scheduling/Registration/Referrals
· Build Schedule Templates with Super Overbook, Override, Overrule
· Billing
· Financial Reports
· Document and Close All Encounters
	MA 4
(40)
	· Patient Scheduling/Registration/Referrals
· Build Schedule Templates with Super Overbook, Override, Overrule
· Billing
· Document and Close Other Encounters
· All Rx Requires Co-Sign
	Non-clinical Practice Mgr
(25)
	· Patient Scheduling/Registration/Referrals
· Build Schedule Templates with Super Overbook, Override, Overrule
· Billing
· Financial Reports
· Document and Close All Encounters

	Physician Practice Mgr
(20)
	· Patient Scheduling/Registration/Referrals
· Build Schedule Templates with Super Overbook, Override, Overrule
· Billing
· Financial Reports
· Document and Close All Encounters
	MA 5
(45)
	· Patient Scheduling/Registration/Referrals
· Document and Close Other Encounters
· Non-Ctrld / Ctrld 3-5 Rx No Co-Sign
· Ctrld 2 Rx Requires Co-Sign
· Super Overbook, Override, Overrule
	Billing Mgr
(50)
	· Patient Schedule
· Billing
· Financial Reports
· Document and Close Other Encounters

	Physician Non-Owner
(30)
	· Patient Scheduling/Registration/Referrals
· Document and Close All Encounters
	MA 6
(45)
	· Patient Scheduling/Registration/Referrals
· Document and Close Other Encounters
· All Rx Requires Co-Sign
· Super Overbook, Override, Overrule
	3rd Party Biller
(95)
	· Patient Schedule – View
· Billing
· Financial Reports – View
· Patient Chart - View

	PA/NP Mid-Level
or 
Scribe
	· Patient Scheduling/Registration/Referrals
· Billing
· Document and Close All Encounters
· *Requires Supervising Physician to be identified at login
	MA 7
(New)
	· Patient Scheduling/Registration/Referrals
· Document and Close Other Encounters
· Non-Ctrld Requires Co-Sign
· Cannot Order Ctrld
	3rd Party Biller
With MyChart
(New)
	· Patient Schedule – View
· Billing
· Financial Reports – View
· Patient Chart – View
· Access to reply to MyChart Patient Messages

	MA 1
(Super User)
(CAS)
(38)
	· Patient Scheduling/Registration/Referrals
· Build Schedule Templates with Super Overbook, Override, Overrule
· Billing
· Financial Reports
· Document and Close Other Encounters
· Non-Ctrld / Ctrld 3-5 Rx No Cosign
· Ctrld 2 Rx Requires Co-Sign
	Front Desk Lead
(60)
	· Patient Scheduling/Registration/Referrals
· Build Schedule Templates with Super Overbook, Override, Overrule
· Billing
· Document and Close Other Encounters
	Medical Records
(80)
	· Patient Schedule – View
· Document and Close Other Encounters

	MA 2
(38)
	· Patient Scheduling/Registration/Referrals
· Build Schedule Templates with Super Overbook, Override, Overrule
· Billing
· Financial Reports
· Document and Close Other Encounters
· All Rx Requires Co-Sign
	Front Desk Level 1
(New)
	· Patient Scheduling/Registration/Referrals
· Billing
· Document and Close Other Encounters
· Super Overbook, Override, Overrule

	Chart Auditor
(100)
	· Patient Chart - View Only

	MA 3
(40)
	· Patient Scheduling/Registration/Referrals
· Build Schedule Templates with Super Overbook, Override, Overrule
· Billing
· Document and Close Other Encounters
· Non-Ctrld / Ctrld 3-5 Rx No Co-Sign
· Ctrld 2 Rx Requires Co-Sign
	Front Desk Level 2
(70)
	· Patient Scheduling/Registration/Referrals
· Billing
· Document and Close Other Encounters
	
	



Disclaimer:  Requests for a new user, deactivation of a user, or changes to an existing user’s security role can only be made by a Practice Manager or a Physician-Owner of the practice indicated on this form.  When adding a non-practice employed user to the Hill EHR system, their use of the Hill EHR is the sole responsibility of the requester listed on this form.  Please note, the Hill EHR is an Enterprise Chart environment that allows all users of the Hill EHR system to access Protected Health Information (PHI) of any patient, not just patient charts belonging to the practice noted on this form.
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